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» Lagois connections for secure information flow due to
Bhardwaj and Prasad [1, 2]

» Fully formalised results are not marked

» Unformalised results are marked like this*



The Problem
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The Conventional Solution
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This Solution

» p<p > f(p)<f(p)forallpp :P
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A new Problem
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Security

» p<(gof)(p) forall p: P (LC1)
» g<(fog)(q) forall g: Q (LC2)
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Galois Insertion < Lagois Connection

Definition (Lagois connection [3])
A poset system (P, f, g, Q) is a Lagois connection whenever
» p<(gof)(p) forall p: P (LC1)
» g<(fog)(q) forall g: Q (LC2)
» (fogof)(p)=~f(p) forall p: P (LC3)
> (gofog)(q)=g(q) forall g: Q (LC4)

Definition* (Galois insertion)

A poset system (P, f,g, Q) is a Galios insertion whenever
» p<(gof)(p) forallp:P
> q=(fog)(q) forall q: Q



Operational Model
» su=g|s;p

> pu= TRL(X,,y) | TLR(Xay,) | c | c

where c: C and ¢’ : C’
» (v,p) +s = (vf, ur) where v v pps : Var > N

TRL(Xla .y)v

o

TLR(X7y,);




Type System

» (P,f,g,Q) is a Lagois connection
» A:Var - P and ) :Var - @
> (AMAN) Fsi(p.q)

FAC)) < N(y)

(AA) E Tir(y %) = (Ay), N(X))



Theorem (Soundness w.r.t. noninterference [1, 2])

For an adversarial residing at level p: P and q: Q such that
p=g(q) and q =f(p). If for a program s, memories i, pir, 1’ f1f
and v,ve, V', vg it is the case that

> (M) Es(pq)

> (v, ) = s = (vr, pur),

b () s = (v i), and

» v(v) =v'(v) forall v:Var such that A\(v) < p
(analogous for i, i’ and q)

then ve(v) = v;(v) for all v : Var such that A(v) <p
(analogous for jif, pif and q)



A new Problem
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Chaining

Theorem* (Melton et al. [3])
Let (P,f,g,Q) and (Q, f 8, R) be Lagois connections. Then
(P,fof,go0g,R) is a Lagois connection iff

(gofof)[P]cf[P]and(fogog)[R]cg[R]

Proposition*

If (P,f,g,Q) and (Q,f,&, R) both satify LC1 and LC2 then
(P,fof,gog,R) satifies LC1 and LC2.



Chaining (a new problem!)
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Chaining (a new problem!)
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Solution
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Secure Networks

» Security of a network can be determined in cubic time* [4].

» Secure if for all pairs of verticies all simple paths behave the
same.

OMNED

» Secure if for all pairs of verticies there is at most one simple
path between (forest).

OMNET



Composition

For graphs G, G’, vertices v: G and v/ : G’ and a Lagois connection
(L(v),f, g, L(v') let G {=¥ G’ be the graph depicted below:

@ f.g

Theorem*
If G and G’ are secure graphs then for all v: G, v': G and f, g

such that (L(v) f,g,L(v")) is a Lagois connection it is the case
that G f—*" G’ is secure.









Conclusion

» Soundness proof (w.r.t. noninterference)

» Dynamism of organisations and policies
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